
Sharp BP Series Comprehensive Security

Single Sign-on to Network Resources
Helps secure user access to   

cloud services 

Restricted Network Access
IP/MAC address filtering and port 

management features

Restricted Access 
Built-in Authority Groups can restrict 

copy/print/scan/fax features

Active Directory Integration
Can join network domain as a 

trusted device

Secure System Startup Files
BIOS integrity check and Firmware 

Attack Prevention at startup ensures 
authenticity of system files. 

Sends Real-time Events to SIEM System 
Supports standard SYSLOG protocol enabling 

alerts and events to be integrated with 
customer’s SIEM server

End-of-Lease Data Erasure 
End-of-Lease feature ensures all data is 

overwritten on SSD and latent memory areas of 
the MFP at trade in

Real-time Intrusion Detection
Blocks abnormal network connection 

requests that could be malicious 

Whitelisting Protects MFP File System
Application Whitelisting only allows 

known applications and firmware to run 

Trusted Platform Module (TPM 2.0)
Can protect stored data on the device by 
securing access to encryption key data

Secure Data in Transit
TLS 1.3 encryption protects 
privacy and data tampering 

Secure Data at Rest
256-bit AES data encryption

protects stored data



https://lesolson.com/products/copy-print/sharp-printers-copiers/
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