
 

YOUR DATA 
FOR RANSOM
WHY RANSOMWARE IS THE EXPLOIT OF 
CHOICE FOR TODAY’S CYBERCRIMINAL



2

CAPTURE RANSOMWARE 
FOR GOOD

Threat actors and cybercriminals were always skilled at breaching networks and 

into hard currency. 

re-selling on underground marketplaces.

Today, it’s easier to breach your network, encrypt the data and hold it for 

your data — and your business — for ransom. 

Overview

Pg 3 - Ransomware: Are You Protected 
from the Next Outbreak?

Pg 4 - The Seven Habits of Highly 

Pg 5 - Ransomware-as-a-Service (RaaS) 
Is the New Normal

Pg 6 - Why Network Sandboxing Is 
Required to Stop Ransomware

Pg 7 - Stop Ransomware with  
Capture ATP

Pg 8 - SonicWall Capture ATP Versus 
the Latest Malware
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FINISH THE STORY  >

Ransomware: Are You Protected 
from the Next Outbreak?

 

 
as the Hollywood Hospital 

 Kaspersky research 
reported that small and medium-size businesses were hit the hardest, 42  

 
you are at risk.

https://blog.sonicwall.com/en-us/2017/06/ransomware-protected-next-outbreak/
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SEE THE FULL LIST  >

The Seven Habits 

In 2016, SonicWall detected a 600 percent growth in ransomware families. We saw 

Report; some successful, others not so much.  

from one of the most pernicious forms of malware in history.

1. Intelligent Target Research

with the right message. Hackers know that municipal and healthcare are a ripe 
choice. 

campaign.

https://blog.sonicwall.com/en-us/2017/04/the-seven-habits-of-highly-effective-ransomware-attacks/
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CONTINUE READING  >

Ransomware-as-a-Service (RaaS) 
Is the New Normal

directly or through a channel of distributors or a mix of both? The same goes for 
ransomware developers.

 
cut of the prize.

 

masse from rebranded exploit kits. SonicWall has discovered a mix of developer 
hobby/chaos-malware, rebranded ransomware and repackaged RaaS ransomware.

hour … with zero hacking skills. 

• Trumplocker

• AlmaLocker

• Jigsaw

• Lambda

• Derialock

• Shade

• Popcorn

• 

https://blog.sonicwall.com/en-us/2017/05/ransomware-as-a-service-raas-is-the-new-normal/
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DOWNLOAD THE REPORT  >

Why Network Sandboxing Is 
Required to Stop Ransomware

The real challenge isn’t the ransomware that has already spread around the 

usually far more successful than their older counterparts. So, what’s the best way  

Download the complimentary IDC report to understand how sandboxing helps 

Free IDC Report

https://www.sonicwall.com/resources/white-papers/idc-addressing-advanced-threats-through-multiple-sandbox-options-6/
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GET THE DATA SHEET  >

Stop Ransomware 
with Capture ATP

 
techniques — to analyze suspicious code behavior.

Stops ransomware 

threat analysis

analysis

Rapid deployment of 

download the data sheet or visit sonicwall.com/capture .

How does Capture ATP work?

https://sonicwall-web.s3-accelerate.amazonaws.com/sonicwall.com/media/pdfs/datasheet/datasheet-captureadvancedthreatprotection-us-vg-mktg4740.pdf
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WATCH THE FULL DEMO  >

Demo: SonicWall Capture ATP 
Versus the Latest Malware

o protect customers against the increasing dangers of zero-day threats (e.g., 

How powerful is Capture ATP? We took the most dangerous and newest malware 
from around the internet and pit it against SonicWall technology to show how 

businesses.  

the hardware.

reduced total cost of ownership.

https://www.sonicwall.com/resources/videos/a-live-demo-of-sonicwall-capture-atp-against-the-latest-malware/
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